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Zadatak

 Poruku “racunarskatehnikaiinformatika”
Sifrovati sifrom “zastita”

* |stu poruku Sifrovati sada uz upotrebu autokey
poboljsanja Vigenere metode.

* Napomena: koristiti 26 slova engleske
abecede.
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Resenje

KljucC: zastita
Poruka: racunarskatehnikaiinformatika

Sifrovana poruka:
gaunvtrrksmmanhksbggfnretbbkz

Auto key: zastitaracunarskatehnikaiinfo

Sifrovana poruka:
gaunvtrjkcnrheavabmvswbmibvpo



B Cryptanalysis Of Vigenere Algorithm

Type key here:

randomkey

Visualization of Cryptanalysis of Vigenere cipher
Input here English text:

The city has long been named fashion capital of the world and the world's design capital thanks to
several internaticnal events and fairs, including Milan Fashion Week and the Milan Furniture Fair,
which are currently among the world's biggest in terms of revenue, visitors and growth. It hosted
two Universal Expositions. The city hosts numercus cultural institutions, academies and universities,
with eleven percents of the national total enrclled students.Milan is the destination of eight million
overseas visitors every year, attracted by its museums and art galleries that boast some of the most
important collections in the world, including major works by Leonardo da Vinci,

Ciphertext:

khriwfilyjlbgqunoileazhrrikwfzoafobskycoswvggspedngrfriufryggpowgxn pddudejkhngyedsqueruoxsrr
wvradhuyryceihbfcelufnifesracuglbswmjrnsdgtssinerncznufvmveczpypeigxfgpegiwulgtkvctueuszdpwr
mbgufriufryggnskevsglbfovkjosushorswewwwiywgmgjfaqufzturgfohrnohgwhovgriradacmrzoavhtogg
kyurgfersdeeriemyjkuedzuxwrzthwwaxwytaghauowyed hgwhovgzivhgisxivinyszzipteawgapxfennwwa
xgjkogdzgrvmclrggfehcetfpwikrgjtuhrgougeaglczyjczguwauvpgfnbysdoiyprwwwiyvguvrumkoepriguo
cdibsyvwgyewcmfdb pkvrxayosdsigkhnwpakwrjozhcrdledofwawyzs pkaawgavpctivrbesrmyejrixnmitlh
gwzqqyacezcduwzplrrbmbhmuailbos

ENCRYPT START

PLAINTEXT CRYPTANALYSIS 60 BACK

Belgrade 291E.




Primer kriptoanalize

B Cryptanalysis Of Vigenere Algorithm — O >
Visualization of Cryptanalysis of Vigenere cipher
First, we have to find key length. We guess waluss from 2 to 24.

If key length is n, then every n"th letter is encrypted by the same letter.
For every possible key length we calculate Index Of Coincidence which is measure of English-likeliness of seguence.

Message

KHRFWFILYJLBQUNOILEAZHRRKWFZOAFOBSXYC"™ Z Afz fr — }
OSWVQGSPCDNQRFRIUFRYGGPOWGXNPDDUDE)J 1.C. = -
HNQYEDSQVVRUOXSRRVRADHUYRYCEIHBFCELU i\'(i\' — 1}
NLFESRACUQLBSWMIRNSDGTSSLNERNOZNXFVM _ _
VOOZPYPEIGXFQPEGIWULQTKVCTUEUSZDPWRM i = APEDEIRT o d=dn LEEese
QUFRIUFRYGGNSKEVSGLBFOVKJOSUSHORSVVVV N - cipertext length

WFYVQRNQJFAGXFZTURGFOHRNOHQWHOVQRLR
ADACMRZOAVHTOGGKYURGFCRSDEERIEMYJKUE _,

Calculation:

Index of coincidence of subsequence 1 is: 0.04049820815477533 keyLength index0fCoin. ..

Index of coincidence of subsequence 2 is : 0.0414931475732566 = ~

AVERAGE INDEX OF COINDCIDENCE FOR KEY LENGHT 2 is : 0.040995677 2 0.04059567786..
3 0.04609909011...
4 0.04210761020...
5 0.03994943109...
i 0.04655123280...
7 0.04177271002...
8 0.04141005453...

; ; g 0.06574444808...

Hext step »» Continue...

Belgrade 2816.
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" Cryptanalysis Of Vigenere Algorithm

Index of Coincidence

Visuwalization of Cryptanalysis of Wigenere cipher

Choose the key length as most significant pick on graph (we suggest: 9): -

007

0.06

0.05

0o

=

Qa0

(X3}

a0

Fa

0.0

a0

=]

»» CONTINUE >>

I0C per key length

Z 3 4 5 ] T ] ] 10 11 12 13 14 15 16 17 138 19 20

Key Length

Belgrade 2816.




B Cryptanalysis Of Vigenere Algorithm

Primer kriptoanalize

Visualization of Cryptanalysis of VWigenere cipher

ke are identifying key word step by step, letter by letter.
The Chi-squared 5tatistic is a measure of how similar two categorical probability distributions are.
The letter with the minimum value of the Chi-squered Statistic is indetified as part of key word.

Message:
KHEFWFILYJLEQUMNOILEAZHRREWFZOAFOESXYCO Z
WVOGSPCDNQRFRIUFRYGGPOWGXMNPDDUDEJKHMC
YEDSOVVRUOXSRRVRADHUYRYCEIHEFCELUFMNLFES
RACUQLESWMIRNSDGTSSLNERNOZNXFVMYOOZPY
PEIGXFQPEGIWULQTKEVCTUEUSZDPWRMEQUFRIUF
YGOGMNSKEVSGLEFOVEKJOSUSHORSVVVYVWEYVORMNO

FAGXFZTURGFOHRNOHOQWHOVOQRLRADACMRZOAVW
HTAGGHEYIIRGFCRSNFFRIFMYIKIIFNZIYWR 7T HWW ™

Chi-squared statistic in case that key letter is a: 1996.4607439991587 p

Chi-squared statistic in case that key letter is b: 1620.628643376284

Chi-squared statistic in case that key letter is ¢ 897.4764606163357

Chi-squared statistic in case that key letter is d: 1631.2934494340033

Chi-squared statistic in case that key letter is e: 518.8647996472493

i -w--\.-w-j-\.n.l-p--\-—

Chi-squared statistic in case that key letter is f: 3020.808363904209
Chi-squared statistic in case that key letter is g: 500.9066837628507
Chi-squared statistic in case that key letter is h: 711.52079575649818
Chi-squared statistic in case that key letter is i: 709.440983157764
Chi-squared statistic in case that key letter is j: 1246.5303015573597
Chi-squared statistic in case that key letter is k: 'IEBD 7659492513117
Chi-squared statistic in case that key letter is I: 1981.8598971345068
Chi-squared statistic in case that key letter is m: 2214 6737461539215

;C-' -sauared statistic in case that kev |etter is n: 1022.404240989763 . ]

Next step >>

Belgrade 2816.

i=Z , ]
2 iy ':{'-',_}—'-'::'
C.E) = E e
t: } E=’1 E.r

CA - count of letter A
EA - expected count of letter A

KEY

Continue. ..




Primer kriptoanalize

B Cryptanalysis Of Vigenere Algorithrm

Visualization of Cryptanalysis of Vigenere cipher

We are identifying key word step by step, letter by letter.
The Chi-squared Statistic is a measure of how similar two categorical probability distributions are.
The letter with the minimum value of the Chi-squered 5tatistic is indetified as part of key word.

Message:
KHREFWFILYJLEQUMNOILEAZHRRKWFZOAFOBSXYCO
WVOQGSPCDNQAQRFRIUFRYGGPOWGXNPDDUDEJKHMI
YEDSQVVRUCOXSRRVRADHUYRYCEIHEFCELUFMLFES
RACUQLESWMIRNSDGTSSLNERNOZNXFVMYOOZPY
PEIGXFQPEGIWULQTKVCTUEUSZDPWRMEQUFRIUF
YGOMNSKEVSGLEFOVEIJIOSUSHORSYVYVVWEREYVORNG.

FAGKFZITURGFOHRNOHOQWHOVOQRLRADACMRZIOAVY
TOGHRKYIIRGFCRENFFRIFMY IKIIFNZIYWRZTHWIMA

Chi-squared statistic in case that key letter is a: 66.83636391054849

=

Chi-squared statistic in case that key letter is b: 1682.2260776046955
Chi-squared statistic in case that key letter is ¢ ?82 382955530316
Chi-squared statistic in case that key letter is d: 2170.6614171352485
Chi-squared statistic in case that key letter is e: 1101.83051 0459113'82
Chi-squared statistic in case that key letter is f: 2715.238415233214
Chi-squared statlstlc in case that key letter is gv 250.9501535846984
Chi-squared statistic in case that key letter is h: 5340.1225077631927
Chi-squared statistic in case that key letter is it 732.7967995463324
Chi-squared statistic in case that key letter is : 388.74356155096854
Chi-squared s.tatl's.tl'c in case that key letter is k: 1987.4268929386526
Chi-squared statistic in case that key letter is |: 314.28234885456817
Chi-squared statistic in case that key letter is m: 1599.1228173487837
Chi-sguared statistic in case that kev letter is n: £31.0626983991604
] p
<< Previous step Next step »»

Belgrade 2816.
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Continue. ..




Primer kriptoanalize

Cryptanalysis Of Vigenere Algorithm

We are identifying key word step by step, letter by letter.

Visualization of Cryptanalysis of Vigenere cipher

The Chi-zquared Statistic iz a measure of how similar two categorical probability distributions are.
The letter with the minimum value of the Chi-squered 5tatistic is indetified as part of key word.

Message:

KHRFWFILYJLBEQUNOILEAZHRRKWFZOAFOBSXYCO &
WVOQGSPCDNOQRFRIUFRYGGPOWGXMNPDDUDEIKHMNI

YEDSQVVRUOXSRRVRADHUYRYCEIHEFCELUFMNLFES

RACUQLESWMIRNSDGTSSLNERNOZMNXFVMYOOZPRY
PEIGKFOQPEGIWULQTKVCTUEUSZDPWRMEBQUFRIUF EA

YGOEMNSKEVSGLEFOVKJOSUSHORSYYYVWEREYVAQRNQ.
FAGXFZTURGFOHRNOHOQWHOVAQRLRADACMRZOAV

HTOGGEYIIRGFECRS

MEFRIFMYIKIIFD7IYWRYTHW W™

i=2

i=A

CA - count of letter A
- expected count of letter A

T

Ei)*

v T (€ —
(C,E) = ZT

Chi-squared statistic in case that key letter is a: 1448.7830742452895 & KEY
Chi-squared statistic in case that key letter is b: 2381.18372743209 r
Chi-squared statistic in case that key letter is o 535.9704552698938

Chi-squared statistic in case that key letter is d: 1523.198805209053 z
Chi-squared statistic in case that key letter is e: 31]5.9514451[?'055353 .
Chi-squared statistic in case that key letter is f: 843.7199021386897

Chi-squared statistic in case that key letter is g 15[]0'3941]9'3‘:-5551??6 d
Chi-squared statistic in case that key letter is he 2150,102863699195 o
Chi-squared statistic in case that key letter is it 2673.838487381355

Chi-squared statistic in case that key letter is j: 820.344831211912 i
Chi-squared statistic in case that key letter is k: 775.1712276870727 k
Chi-squared statistic in case that key letter is : 332.35846239659134

Chi- 5.|::uared statistic in case that k.ey letter is m: 1914,9123503377904 3

Chi-sauared statistic in case

i

<< Previous step

that kev |etter is m: 278.616620746491

r'n

J LT

Belgrade 2816.

Continue...




Primer kriptoanalize

B Cryptanalysis Of Vigenere &lgorithm

Visualization of Cryptanalysis of VWigenere cipher

When we know the key word, we can simply decrypt our ciphertext using Vigenere table

mlre||m|u]o|wlwlu]z| 2| o= o] Z]lzlola||e)n -z =2 = =
O Y YO P Y= O Y -~ =3 ) PO =" PO I £ -
st ||| |e|olo|ule|e|lz|o|al<|o ZElz|ola o 2|lal-=2 = =
= = 1) P R Y P O Y O Y - P R ) ) I
HEEAENEIE N e EEEEEE R e
S 3= 2= mglo|ueluu|B|z| o == 2|22 O|la |0 e v =
I B A A T L A = D= 0 0 L P B b o O e S
I EI R EIEI RS T A 10 =1 7 P -2 o ) ) e G-~ -3 = P
A N = M -4 ) P P Y ) P PR Y. [ O B PR b3 - A o A
(= s A3 PP O B TN o I o - =) PTRPON L0 ol R PRS! Y e - T
oo |dlelv|-z === nat|oelvlawle|lo|z/l- o|=|=|2z o
o|o|a|d|e|w|-|2=2]==|u|la|lo v o|u|le|ex _|o|=s ==
Zlz|o|la|o|e v -[o|== == |n|d|lae v]lo|w|lwlo || o= o 2
HEE N E R N R E I N I I N N e . N e
B N - =Y P P P P = R P ) P P VPRV Y =
|| |2 zlo|a|celn-2=|2]=ma|e|v]e wle ez 2 2
O Y R -3 = PO 1 PO ) S - PP ) O ) ) PRPEN Y T
_NolalelolZ = ofe|ct|elw|l-]o]=F == |rmlad e u|lo|w|e o x
oz _|al=|o|E zlo]a || eln| - |2 = 2] <= ]« a|lole|w e w
ooz o ol Elzofa e |lv| =2 =3 ==~ a|e| el ww
wle wlz|o|al=al2lzlola|de|wv|i- === = /oo o w
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plain
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FINISH CRYPTAMALYSIS



